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Abstract

We present a new class of statistical de-
anonymization attacks against high-dimensional
micro-data, such as individual preferences, recommen-
dations, transaction records and so on. QOur techniques
are robust to perturbation in the data and tolerate some
mistakes in the adversary’s background knowledge.

We apply our de-anonymization methodology to the
Netflix Prize dataset, which contains anonymous movie
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and sparsity. Each record contains many attributes (i.e.,
columns in a database schema), which can be viewed as
dimensions. Sparsity means that for the average record,
there are no “similar” records in the multi-dimensional
space defined by the attributes. This sparsity is empir-
ically well-established [7, 4, 19] and related to the “fat
tail” phenomenon: individual transaction and preference
records tend to include statistically rare attributes.

Our contributions. Our first contribution is a formal
model for nrivacv breache<s 1in anonvmized micro-data
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The de-anonymization was robust to:

Erroneous/imprecise ratings

Missing data points

Long time windows

Inclusion of incorrect data (fake users/movies)

Anonymized movie titles (no meta-data)



When you collect data at scale,
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When you collect data at scale,
you implicitly know more about
your users than you bargained for

Sexual Orientation, Political
Preference, Mental Health, Drug
Use, Religious Affiliation, etc.
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Activision wins patent that uses
matchmaking to make you want to
buy stuff

By James Davenport October 17,2017

Activision says the system is not is in place.
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Is this simply a “privacy issue”?
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